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Abstract— Mobile ad hoc networks (MANETSs) are an
infrastructure-less, dynamic network consisting of a collection
of wireless mobile nodes that communicate with each other
without the use of any centralized authority. The network
nodes in MANET are free to move randomly therefore, the
network topology of a MANET may change rapidly and
unpredictably. Due to the dynamic change in topology finding
a better route is very difficult. Some nodes misbehave as they
participate in route establishment phase but refuse to forward
the data packets to reverse their own energy.

These networks can be setup easily anywhere and anytime
without any base infrastructure, thus they have proved to be
very efficient is rescue related areas like flood and fire.
MANETS are now extended to be used in military and law
enforcement. MANETS still face the major problem of security
and privacy, especially when used in sensitive areas of
computing. To provide better security a secure routing
protocols have been developed to provide various levels of
security and privacy in this area [2].
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head (CH), DSDV, DSR, RREQ, RREP, Routing Protocols
Security.

l. INTRODUCTION

MANET's are self-organisable and configurable
hence also known as multi hop wireless ad hoc networks,
where the topology of the network keeps on changing
continuously. A Mobile Ad Hoc Network (MANET) is a
collection of mobile nodes (hosts) which interact with each
other through wireless links either directly or depending on
other nodes such as routers. The procedure of MANET is
not depending on existing base stations or infrastructure
Network clients in MANET may move freely and
randomly. Therefore, the network topology of a MANET
can be change unpredictably and speedily. All network
activities, for instance forwarding data packets, and
topologies for detecting which concern with nodes
themselves  for execution either collectively or
independently.

In Route Discovery process, the source node
generate RREQ packet, if the path to destination is not
stored in the routing table, and pass it to the neighboring
nodes. The neighboring nodes will pass it to their neighbor
and so on. When the packet reached to the destination node,

then destination node generates RREP (Route Reply)
packet and send it back to the source node. Thus the path is
established between source and destination node [1].

In Route Maintenance process, the source node is
up to date by RERR (Route Error) message in case of link
failure.

The Maximum-Lifetime routing approach emerges
for the nodes that have minimum energy so that they can be
eliminated from the path [8].

Routing protocols in Mobile Ad hoc Network
(MANET) send periodic messages to realize the changes in
topology. Sending periodic messages cause overhead.
Compared to proactive routing protocols, reactive routing
protocols can cause less overhead. Broadcasting can cause
broadcast storm problem .To discover the route better than
broadcasting methodology rebroadcast can done with the
help of neighbor knowledge methods. We also define a
connectivity factor to provide the node density adaptation.
This approach can significantly decrease the number of
retransmissions so as to reduce the routing overhead and
also improve the routing performance. Thus finding the
neighborhood node, we use channel awareness mechanism
for data transmission and to improve the quality [7].

In mobile ad hoc networks (MANETS), nodes
usually cooperate and forward each other’s packets in order
to enable out of range communication. However, in hostile
environments, some nodes may deny to do so, either for
saving their own resources or for intentionally disrupting
regular communications. This type of misbehaviour is
generally referred to as packet dropping attack or black hole
attack, which is considered as one of the most destructive
attacks that leads to the network collapse [9].

Mobile Ad Hoc Network (MANET) can be described
as an autonomous collection of mobile nodes (users) that
communicate over relatively low capacity wireless links,
without a centralized infrastructure. In these networks,
nodal mobility and the wireless communication links may
lead to dynamically changing and highly unpredictable
topologies. All network functions such as routing, multi-
hop packet delivery and mobility management have to be
performed by the member nodes themselves, either
individually or collectively.
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Fig.1 Mobile Adhoc Networks

Consider the above Fig. 1, if node A wants to
communicate with B, D or C it can act together directly
because all the three nodes are within the range of A and
therefore it can establish a direct link between them
whereas if A is willing to communicate with E it cannot
directly do so because E is not within the range of A and
therefore A has to take help of either C, D or B. Therefore
this communication between A and E is known as multi hop
communication.

This paper is organized as follows: review of
previous work in Section 2, In Section 3, we describe
Clustering algorithm in detail , In Section 4, we provide
expected results; Section 5 concludes the paper.

Il. LITERATURE SURVEY

A Mobile Adhoc Network is a collection of
independent mobile nodes that can communicate to each
other via radio waves. The mobile nodes that are in radio
range of each other can directly communicate, whereas
others need the aid of intermediate nodes to route their
packets. Each of the nodes has a wireless interface to
communicate with each other.

In mobile ad hoc networks, the movement of the
network nodes may quickly changes the topology which
results in the increase of the overhead message in topology
maintenance. Protocols try to keep the number of nodes in a
cluster around a pre-defined threshold to facilitate the
optimal operation of the medium access control protocol.
The cluster head election is invoked on-demand, and is
aimed to reduce the computation and communication costs.
A large variety of approaches for ad hoc clustering have
been developed by researchers which focus on different
performance metrics.

By classifying nodes into clusters, the proposed
scheme allows each Cluster Head (CH) to detect false
accusation by a Cluster Member (CM) within the cluster.
Node clustering provides a means to mitigate false
accusations.

O

Fig. 2 Node clustering

Fig2 shows how clusters are constructed in the
proposed scheme. While each cluster consists of one CH
and CM lying within the CH’s transmission range, some
nodes within the transmission area of the CH might not be

the member of the cluster and can be the CM of another
cluster [4].

In this proposed scheme, every node in the
network monitors the behavior of its neighbors, and if any
abnormal action is detected, it invokes an algorithm to
determine direct trust value [6].

Ad-Hoc network routing protocols are commonly
divided into three main classes; Proactive, reactive and
hybrid protocols. In proactive routing, each node has to
maintain one or more tables to store routing information,
and any changes in network topology need to be reflected
by propagating updates throughout the network in order to
maintain a consistent network view. In Reactive Protocols,
Reactive routing is also known as on-demand routing
protocol since they do not maintain routing information or
routing activity at the network nodes if there is no
communication. If a node wants to send a packet to another
node then this protocol searches for the route in an on-
demand manner and establishes the connection in order to
transmit and receive the packet. In Hybrid Protocols, a
hybrid model that combines reactive and proactive routing
protocols [3].

. ALGORITHMS
There are numbers of Clustering Algorithms like
Identifier based clustering, Connectivity based clustering,
Mobility aware clustering.
In this paper we will discuss the clustering
algorithm based on highest connectivity clustering. The
degree of a node is computed based on its distance from
others. Each node broadcasts its id to the nodes that are
within its transmission range. The node with maximum
number of neighbors (i.e., maximum degree) is chosen as a
cluster head (CH).
The neighbors of a cluster head become members
of that cluster and can no longer participate in the election
process. Since no cluster heads are directly linked, only one
cluster head is allowed per cluster. Any two nodes in a
cluster are at most two hops away since the cluster head is
directly linked to each of its neighbors in the cluster.
Basically, each node either becomes a cluster head or
remains an ordinary node.
As MANET typically lack a central authority for
authentication and key distribution, security mechanisms
must be scalable and capable of frequent topology changes.
In this section we proposed cryptography based secure
technique to handle malicious node in MANETS.
In this paper we will discuss highest connectivity
Clustering Algorithm for cluster Head selection. In this
Algo we will create a table having the fields Name, Index,
ID, X Coordinate, Y Coordinate. The ID of the node will be
taken from the system which is system generated and
inform the server as a node in the range of that server.
The Highest Connectivity Clustering Algorithm
1. Each node in the network is assigned a pair of
parameters, the connectivity of the node and its
identifier.

2. A node is selected as a cluster head if it has the highest
connectivity. If two or nodes have the same
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connectivity, the second criteria - the lowest ID priority
is checked to find the cluster head.

3. The idea is that every node broadcasts its clustering
decision once all its k- hop neighbors with larger
cluster head priority have been done.

Now, we will analyze a performance of clusters
based on the number of nodes i.e., density of a cluster.
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Fig. 3 Distribution of Cluster Size for 90 nodes over 25000 scenarios.

Fig 3 shows the distribution of the cluster size for
a network of n= 90 nodes with node density of cluster v =

25. This distribution is obtained by averaging the
simulation results of 25000 random network scenarios. The
CH are selected according to the distance-2 constraint, i.e.
each node is either a CH or is within 2 hops from a CH. The

X- axis shows the size of clusters and the y -axis the
percentage of nodes being in a cluster of that size. This
percentage is calculated over 90 nodes and over 25000
random scenarios that we simulated. As the size of cluster
increases the performance goes decreases.

The result shows that if some clusters are too large
and the CH have to relay a high amount of control traffic
for their dependants then congestions may occur in the
network. It can directly impact the network's quality of
service

We can observe in the above graph that the cluster
size's distribution is highly uneven: 62% of nodes in the
network are in clusters that have more than 60 dependants,
whereas 29% of nodes are in clusters that only have 20
dependants or less. With the majority of nodes being
dependants of large clusters, the network traffic can be
congested due to the bottlenecks at the CH.

The node which is having the highest connectivity
means the node that is having the ability to communicate
with maximum number of nodes will be selected as a
Cluster head.

Here we are using ALOHA protocol for sending
data from source to destination. We have made comparison
with different routing protocols like DSDR, DSR etc.
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Fig. 4 Packet delivery ratio for ALOHA, DSR, DSDV

In terms of packet delivery ratio in Fig. 4,
Dynamic Source Routing (DSR) Protocol i.e. (Blue Line in
Fig.4) performs well when the number of nodes is less
means when the load is less. However its performance
declines with increased number of nodes due to more traffic
in the network. The performance of Destination Sequenced
Distance Vector DSDV Protocol i.e. (Green Line in Fig. 4)
is better with more number of nodes than in comparison
with the other two protocols. The performance of ALOHA
Protocol i.e. (Red Line in Fig.4) is consistently uniform.

V. EXPECTED RESULTS

In this paper we proposed, a better solution for
energy saving process by improving quality in selection of
cluster Head from the nodes in the cluster which are best
fitted for routing in between wireless nodes.

In the omnetpp simulation, we will create four
clusters having name A,B,.C and D. In each cluster there
will be one static not which must be in the range of the
server in a cluster. Once the self message is called for
server and static node then only the communication begins.
Cluster is formed and the cluster head will be elected using
the higest connectivity clustering algorithm. In each cluster
there will be only one clusterhead. The elected clusterhead
from the algorithm will communicate with other
clusterheads in the network.In fig 5 it is shown that there is
one server in the cluster and one static node is present in the
range of server of cluster A. At leaset one node is necessary
to be present in the cluster. Other nodes are movable ie.
they are moving from one cluster to another.
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Fig. 5 Snapshot of Static Node in Cluster A

The nodes which move in the cluster our Highest
Connectivity Clustering Algo will check the Connectivity
of the nodes. The node with the highest connectivity is
declared as a Cluster head who will communicate with
other clusters in the network.
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Fig. 6 Snapshot of Sending Data to Cluster head
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In fig.6 the Static node in cluster B will send the
data to cluster Head. Basic parameters like energy carrying
capacity, buffer size, speed of nodes, mobility rate and
average error rate for a protocol like AODV have been
monitored to have changes for desired results [1].

L3 ] [ AET 2 NS
Fig. 7 Snapshot of Cluster

In fig. 7, the server in the cluster will send the
message to the static node which must be present in the
range of the server.

If any clusterhead will detect the malicious node in
his cluster he will inform another clusterhead to stop that
particular node entry in their cluster to aviod packet
dropping.

V. CONCLUSION

The attack schemes, as well as prevention,
detection and reaction mechanisms have been explored. We
categorized them into three categories according to their
goals and their specific strategies. A comparative study
between them was then conducted to highlight their
respective effectiveness. We concluded that most of the
algorithms are proposed but we are using the Connectivity
based algorithm for selecting the cluster head which will
effectively communicate with other cluster members.

In this paper, investigation is done on the election
of cluster head for better communication between the nodes
in the cluster and find out the mishehavior of nodes and a
new approach is proposed for detection of cluster head
(CH). Suggested approach can be united on top of any
source routing protocol such as ALOHA and is based on
sending acknowledgement packets for reception of data
packets and using promiscuous mode for counting the

number of data packet such that it overcomes the problem
of misbehaving nodes. In any complex distributed system
of nodes, clustering of nodes into groups results in
simplification of addressing and management of the nodes
and also yields better performance since details about the
remote parts of the distributed system can be handled in a
proper way. In future we can detect the selfish nodes who
are not forwarding the message to save their own energy.
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